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Introduction

In the current IT environment, where everything is getting computerized,
malware posses the biggest threat to the computer users on the internet
today. Malware also represents a significant challenge to the security experts
as malware author’s uses new techniques to hide the presence of malware in
the systems. Malware and other potentially unwanted software might have
significant impact on users’s security, reliability and privacy [1].

Initially when a Malware were developed their main goal is to disrupt service
and to propagate further. But now their goal is getting changed from
disrupting service to financial gain. Recent malware are designed to steal
sensitive information such as username, passwords, credit card numbers,
social security numbers, pin codes.

This white paper will help the newbie users how to do malware analysis. This
paper will serve as a guideline for the reader to perform malware analysis by
providing definitions, tools used and real time examples, to the reader with
enough information to successfully perform malware analysis. After reading
this paper newbie can kick off their professional as a malware analyst.

What is Malware

Malware (malicious code) are software programs that are built or designed
to cause damage to you computer system or interrupt the normal computing
activity. Virus, worm, Trojan horse, Keyloggers, spyware, adware, bots,
rootkits etc are all the different types of malware.

In 2009, social networking sites such as Facebook, Twitter, orkut, hi5 etc
have became a primary target for hackers. [4]
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Types of Malware

I will only cover the most common malware.

Virus

Virus are the software programs that copies itself and infect a PC spreading
from one file to another and then from one computer to another when the
files are shared on the network without the permission or knowledge of the
user. USB is also a very common worm of spreading Malwares.

Worms

Worms is again a malicious code like virus but have a greater potential to
cause huge damage. Worm spread from one computer to another computer
but unlink a virus they don’t need human action to perform. They are self
propagating and self replicating.

Keyloggers

Keyloggers are the software programs that records all the key strokes typed
by the users. There are two type of keylogger available, Software keylogger
and hardware keylogger.

Trojans Horse

Trojans horse are the software that at first glass will appear to perform a
useful software but will actually cause damage to your system once they are
install on your computer system. Trojans horse will normally create a
backdoor on your computer system by opening a specific port to give
malicious users access to your system.
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Backdoors

A piece of software that opens a port on your computer system secretly that
allows malicious user to access your system remotely.

New Samples Received at Pandalabs

Others; 1,52%

E Trojan
& Virus

M Adware
H'Warm
H Others

Trojans are the
biggest threat.

Trojans continue to rank as the weapon of choice of cyber-criminals, given
that most of their revenue comes through identity theft or stolen bank and
credit card details. As such, Trojans accounted for 52% of all malware
created. The next category is the viruses, which accounts over 24.35%. [5]

CodeRed, a blended threat, launched DoS attacks, defaced Web servers, and
its variant, CodeRed II, left Trojan horses behind for later execution.
CodeRed was processed in memory — not on a hard disk — allowing it to slip
past some anti-virus products. Computer Economics has estimated the
worldwide cost of CodeRed at $2.62 billion dollars. [2]
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Types of Malware Analysis

There are two types of malware analysis are performed by the security
experts: code (static) analysis and behavioral (dynamic) analysis.

Although both of the above analysis will give you a very clear picture about
the working of the malware but tools, time and skills required to perform the
analysis are very different.

In this white paper I will only cover how to do behavioral analysis of the
malware. I am going to write a second paper on Malware analysis soon and
will cover the code analysis.

Behavioral Analysis

Behavioral analysis is a method where a behavior of malware is monitored
upon its execution in a sandbox environment. The behavioral is being
monitored such as creation or deletion of process, adding and deleting
entries in the register, whether malware is connecting to a remote server,
added itself in auto-run, monitoring Network traffic etc.

This technique is comparatively easy to code analysis where the source code
of malware is analysis obtained using a technique called reverse
engineering.

Code Analysis

Code Analysis is a method in which the actual code of the malware is
examined by reverse engineering the malicious executable. The approach
gives us a better understanding of the malware functions.
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Well there are lots of open source tools that are available on internet. I have
mentioned the most used tools used for behavior analysis. As mentioned
above, I will write a separate paper on code analysis and will also mentioned
the tool used in code analysis.

Sysinternals Tools
Link: http://technet.microsoft.com/en-us/sysinternals/bb842062.aspx

Process Explorer: Sysinternal tool that find out what files, registry
keys and other objects have open, which DLL’s have been loaded.

Tcp View: Again comes with sysinternal and list all the TCP and UDP
endpoints on your system.

ProcMon: tool that shows file system, registry and process activity in
a real time.

Auto run: Shows you what programs are configured to run during
system bootup or login.

Rootkit Revealer: Advance rootkit detection utility and reveals the
presence of a both user-mod and kernel-mode rootkit.

Strings: shows you the ASCII strings inside the executables.

Wire shark: Wireshark will allows you to capture the network traffic that is
going in and out from your PC.

Regshot: Regshot will allow you to take a snapshot of the registry before
and after a malware execution.

Hfind: Application that will scan for the disk for hidden files.
http://www.foundstone.com/us/resources-free-tools.asp

VMWare: VMware is powerful virtualization software that will allow you to
run multiple Operating system simultaneously on one workstation.
WWw.vmware.com
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Resource hacker: tool to view, modify, rename, add, delete and extract
resources in 32bit Windows executables and resource files

Winalysis: Tool that will allow to take a snapshot of a computer's
configuration and then monitor for changes to files, the registry, users, local
and global groups, rights policy, services, the scheduler, volumes, shares.

Snapshots in Test Environment

I will analyse a malware in a sandbox environment as it is always
recommended. For this I will used VMware. VMware is an application that
allows you to run multiple operating systems on a single computer. The
operating System that is running on the VMware, I will call it as Guest
Operating System. I will provide temporary internet connection to the Guest
Operating system as malware may try to communicate with remote server.

Creating a snapshot of the baseline

Step 1) Taking a snapshot of the registry

Create Snapshot for WTESTCONF X
Press the Start button to create a snapshot of SWTESTCOMF's

configuratian.

Files Services System Llgers

Reqgistiy Shares Scheduler Groups
[«]Walumes Rights

M ame Elements Errors Bytez . Compression  Milizeconds
Elements Monitored: Total Size: Total Tirme:
Figure 1
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Step 2) Taking a snapshot of the running process

&3 Process Explorer - Sysinternals: www.sysinternals.com [TESTCONFxp2]

File Options Wiew Process Find Users Help
B =0 E s T I . -
Process FID |  CPU | Description Compary Mame
=~ Systern |dle Process 0 9592
" Interupts nt'a Hardware Intemipts
T DPCs hda Defered Procedurs Calls
= ] Swstem 4 154
= E FMEE. EeHe 455 Windowsz HT Sesszion Mana... Microzoft Corporation
E CE[EE. BHE B16 Client Server Funtime Process Microzoft Corparation
= _ﬂ_!| winlogon. exe B44 YWindowsz HT Logon Applicat... Microzoft Corporation
= E IETYICEE. EHE F00 154 Services and Controller app Microzoft Corparation
E gvchost exe 284 Genenc Host Process for "Wi... Microsoft Corporation
E gvchozt exe bt Generic Host Process for Wi.. Microzoft Corparation
= E gvchost exe 1083 Genenc Host Process for "Wi... Microsoft Corporation
E wWachtfy, exe 1444 Windows Secunty Center Mo... Microzoft Corparation
E gvchost exe 1128 Genenc Host Process for "Wi... Microsoft Corporation
E gvchozt exe 1168 Generic Host Process for Wi.. Microzoft Corparation
E zponlzy. exe 1623 Spooler SubSystem App Microzoft Corporation
E inetinfo. exe 1972 [ntermet Infarmation Servicez  Microzoft Corparation
‘-.-’M WareServic. .. 1B Whiware Toolz Service Whdware, Inc.
E alg.exe 1560 Application Layer Gateweay S... Microzoft Corparation
E lzazs.exe 12 LS4 Shell [E xport Werzion] Microzoft Corporation
= J explorer. exe 1516 Windows Explorer Mizrozaft Corporation
@ WhdwareT rap. exe 1812 YWhiware Tools tray application “WMware, Inc.
VMwareLlser.e:-:e 1328 Whdware Tools Service Widware, [nc.
]
E Tcpview. exe GOG TCRAUIDP endpoint wigwer Suginternalzs - wanw, suzinter..
& procesp.ene 116 Syzinternals Process Explorer  Seainternals - wew, sysinter...

CPU Usage: 3.058%

Commit Charge: 8.89%  Processes: 23 Physical Usage: 20.51%

Figure 2
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Step 3) Taking a snapshot of the TCP & UDP Ports

& TCPView - Sysinternals: www.sysinternals.com

File Options Process  Wiew Help

H s —

Proc...  « Pratocol Local Address Remote Addresz State
(1 algexe1500  TCP testcant: 1030 testcanf:( LISTEMIMG
(1 inetinfo.exe1... TCP testconf:hittp testconf: LISTEMIMNG
1 inetinfo.exe:1... TCP teztconf: hittps teztconf:( LISTEMING
E inetinfo.ese1... TCP testcant: 1025 testcanf:( LISTEMIMG
(1 inetinfo.exe1... TCP testcont smtp testconf: LISTEMIMNG
(1 inetinfo.exe:1... UDP testconf: 3456 i
1 lzazsexefdd UDP testcantizakmp o
[ zass.execfdd  UDP testconf 4500 o
1 svchostexe:1.. UDP teztconk: ntp i
1 svchostexe1... UDP testcontf localdam... =®
[ svchostexe1... UDP testconf: 1026 o
1 svchostexe:1.. UDP testconf localdom... **
1 svchostexe1... UDP testcant: 1900 o
1 svchostexes.. TCP testcont epmap testconf: LISTEMIMNG
— System: 4 TCF teztconf:microzoft- .. testconf:0 LISTEMING
— Systern:d TCF testconf.localdam...  testconf( LISTEMIMG
— Systern 4 DF testconf localdom... *®
— System: 4 DR testconf localdom... **
1 Systern:d DP testconfmicrosaft-.. =®
Endpoints; 19 Established: 0 Listening: & Time Wait; 0 Close Wait: 0

Figure 3

Step 4) Taking a snapshot of the autorun

#% System Configuration Utility

General | SYSTEM.INI | WIN.INI | BOOT.INI | Services | Startup |

Skartup Item Command Location
WiwareTray Z:\Program Files i HELMSOF T ARE T Microsaft Windowst Currentiier ., ..
Wiwarellser CAProgram FilesiWiw, ., HELMSOFTWARE T MicrosaftWindows Currentier,
MagicCisc CAPROGRA~LMAGIC, ., Startup

Figure 4
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Step 5) Taking a snapshot of the running services

C:AWINDOWS\system32\cmd.exe

Microsoft Windows XP [Version 5.1.26001
CC>» Copyright 1785-2801 Microsoft Corp.

C:sDocuments and Settingssxp2*tasklist
Image Mame Seszzion Mame Sessionit

System Idle Process

SMES . EXE
CEPSS .BXNE
winlogon.exe
cepyices .exe
lzass.exe

sychost .exe
suchost . exe
suchost . exe
zychost.exe
sychost .exe
explorer.exe
spoolsv._ exe
UMuareTray.exe
UMuwarelser.exe
MagicDisc.exe
inetinfo.exe
UHwareService .exe

wecntfy_exe
regshot .exe 468
He l1pCtr.exe Lag
WMIPHFUSE - EXE L28
1576
288
tazklist.exe 1252

DRI ERRRAOOIREEREEEE
EE S A A S e

C:sDocuments and Settingssxp2 >

Figure 5
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Step 6) Sniffing the packets on the Guest Machine

Al ¥YMware Accelerated AMD PCNet Adapter [Microsoft's Packet Scheduler) : Capturing - Wireshark ['._||'E|E|
File Edit Wiew Go  Capture  Anakvze  Shatistics  Help

: Ea Qe npTIIEE QA E#ESD »
Eilter:| |"' Expression,,. Clear Apply
Mo, - Time Source Destination Protocol Info

2
YMware Accelerated AMD PCMet Adaoter (Micra... | Mo Packets Profile: Default
Figure 6

From above snapshot we can see no packets are transmitted in and out from
the machine.

Once we have taken the snapshot of all the above things the computer we

can now start with Analysing the malware.

The Fun Stuff start from here.......ccooevvven.
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Case Study of Malware "FIWSIVST"”

Once I have taken the snapshots of the Operating system and can now begin
with the malware analysis.

File Edit Wiew Fawvorites Tools  Help

@Eack = \‘_:J,I LE pﬁearch “_ Folders 1-'

address (3 C\Documents and Settingsixp2) Deskiop fivesivst Fivsivst_3

— BT
File and Folder Tasks Fivsivsk, exe
:j Make a new Falder

@ E{F:EIESh this Folder ko the s Hidden

! Share this Folder

Figure 6

I will do malware analysis for the fiwsivst.exe which is hidden as show
above.
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File fiwsivst.exe received on 2010.07.04 10:28:51 (UTC)
Current status: finished
Result 38/41 (92.69%)

+B Compact Prirt results S
Anthdarus Version Last Upidate Result

a-squared 5.0.0,31 2010,07.0d Virus. Wiz, 3alicy!IE

AhnLah-¥3 Z010.07.03.00 2010.07.03 Winds Eashu.B

AntiVir G.2.4.2 2010.07.02 W3EsSality.¥

Antiy-AVL Z2.0.3.7 2010.07.02 -

Aduthentium S.2.005 2010.07.04 W3E/Sality. Ll

Avast 4.5.1351.0 2010.07.03 Win3Z:Jality

Avasth 5.0.332.0 2010.07.03 Win3zZ:FileInfector-4

AV 9.0.0,836 2010.07.04 unknown wirus Win3z DH, CAFFS202Z5D
BitDefender 7.2 2010.07.04 Win3Z. falitcy.0G

CaT-0uickHeal 11.00 2010.06.30 W3Z.3ality.R

ClamaW 0.96.0.3-git  2010.07.04 W3d,Virut.Gen,Dh-16

Comodo 531z £010.07.04 ¥Wirus.Win3Z.Virut.n

Drileh 5.0.2.03300 2010.07.04 Win3Z. dector, 5

Figure 7
[Most of the Anti-virus confirmed that fiwsivst.exe is a malware]

The fiwsivst.exe is a malware which have already been confirmed by most of
the Antivirus. 38/41 anti-Virus had shown fiwsivst.exe is a malicious code.

Note: Virus total (www.virustotal.com) provides free virus and
malware online scan service. If there is any file that looks suspicious
and infected with malware you can upload suspicious file on virus
total to scan against multiple Anti-Virus software’s.

Once the malware is executed I can start the malware behavior analysis.
I will start the malware analysis with first comparing the register snapshot
with the baseline as it will give me lot of information such as changes in the

registry, new files added or deleted, new service added and then I will cross-
verify every information
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&% Winalysis - [WTESTCONF Changes]

@ File Action Tools Yiew Window Help

a8 H & m =l ® © o ‘ % ‘ i
Carmputer Save Print Shapshat Test Canfig Critical — Warning Infa All Jaobz
! Marne Critical Wearning | Info . Ignored  Tested Snapshok
¥ Files 0 0 1 0 712010 :57:55PM  7/11/2010 9:56:25 PM
% Groups 4 Groups o o o 0 F12010 95754 PM 7/11/2010 9:56:15 PM
Registry | @y pegistry 552 12 12 24 F/11/20109:57:54 PM  7/11/2010 9:56:19 FM
E'E?_Euler (@Rights 0 7/11/2010 B:57:54 PM 7112010 9:56:18 FM
——— (i scheduler 0 712010 9:57:54 PM 7/11/2010 9:56:15 PM
&9 shares @ services 0 712010 9:57:54 PM 7/11/2010 9:56:19 PM
System &2 shares 0 712010 95758 PM  7/11/2010 9:56:25 PM
€ Users B system — — 4PM F/11/2010 9:56:19 PM
=3 Yolumes 3 Users Critical changes done [zrm  711/2010 9:56:25 PM
Evolumes by the malware 4PM  7/11/2010 2:56:19 FM

[Most of the Anti-virus confirmed that fiwsivst.exe is a malware]

From the above figure we can identify 552 critical changes in the registry
and 3 critical changes in the service were made by the malware.

&) Winalysis - [WTESTCONE Changes - Win32]

@ File Action Tools Wiew ‘Window Help

=) Shares
Systenm
ﬁ Users
=3 Volures

Figure 9

A new service is added which we will confirm later.

3 = = e =l @ @ o ‘ % ‘ 5
Computer Save Print Snapshot Test Config Critical Warning Infa All Jobs
LB\ TESTCONF Diescripkion Marme Mew Valus | Cld Yalue | Sewerity
@ Files & Deleted Service Application Laver Gateway Service 1
% faroups & Mew Service fItwindows Server IP Yerification Service 1
Reqgistry
[C& Rights
] Scheduler
-9 Services New Service added

@ winzz
& Drivers
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&% Winalysis - [WTESTCONF Changes - C:\WINDOWS\System32]

@ File Action Wy

Wiew  Window Help

=) [ EventlogArchive ... 2l v} ) (i ] ‘ 7 ‘ o)
Computer 5z User Account Analysis ... Test Config Crtical  “warning Info All Jobs

PTESTCOMF Jobs and Schedules ... Mew Yalue | Old Walue  Severity
=& TES & 1z File CWINDOWS Sysberm 32 Fivsivat, exe 3

C:
€ CiwIn Copied itself in
% Groups system32 folder
Reqgistty
Figure 10

Malware made a copy of itself in C:\WINDOWS\System32\fiwsivst.exe

e

nale: whanar

il fiwsivst.exe:B44 Properties

Started Iistening on Image | Performance Petformance Graph Threads
‘& = port 39822 2] TCR/IP !_Security Environment Strings |
Frocess W‘K [ Besolve addresses
= ] Systq -
]Itz T %‘»\-\ LR I Local Address Remate Ad... State
. % gpfs “”: Defened Riccedure TCP 000039822 00000 LISTENING
Lstem
= [ smnss.eve 455 windows NT Sessiol
[P carss.ene E1E Client Server Runtim
= ﬂ winlogon. exe Ed4 Windows MT Logon
= ﬁ SEIVICES. BXE 700 1.52 Services and Cortrol
ﬁ svchost exe 384 Generic Host Proce
E svchost exe 333 Generic Host Proce
= [ svchost exe 1038 Generic Host Proce
E wachtfy exe 1444 YWindows Security C
[ svchost exe 11238 Generic Host Proce
[ svchost exe 1168
[ spooksy.exe 1628 Fiwsivst.exe in
[P inetinfo. exe 1972 process exp|orer
VMwareSewic... 36
[ alg exe 1860
[ lsasz.exe 71 5
= :J explorer exe .58 windows E=plorer |
@ WhiwareTray exe 212 Yhlware Tools bray ;
\-’MwareUser.exe 1828 YWhlware Tool: Servi Thread stack at time port was opened
& MagicDis 1852 MagiclS0 Yirtual CD)
¥ procefp.exe 1084 1.52 Sysintemnals Proces
[ (o] 4 l [ Cancel

Figure 11

[Comparing with Figure2 a new process have been created]

After executing fiwsivst.exe, it has started showing in process explore and

open a backdoor by starting listening on port 39222(next snapshot).

malware especially trojans will open a backdoor like this.

Most
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Process Monitor - Sysinternals: www.sysinternals.com
File Edit Ewent Fiker Tools Options Help

EH XBE | vAG M5 X[ NoM

Time...  Process Mame FID Operation Path

= : B i 24, 13]
3253 lfiwsivst exe 844 24 TCP Reconnect 192 168.253.134:1043 -» ¥6.73.124.58:9005 SIICCESS
LT :Ifiwsivst.e:-:e 344 ,ﬂfﬁ,TEF’ Digconnect 192 168.203.134:71043 -» 76.73.124.53:9005 SUCCESS Length: 0

Connecting to remote
host 76.73.124.58

< >
Showing 3 of 441,930 events (0.00067%:) Backed by page file

Figure 12
[Comparing with Figure 3, fiwsivst.exe making a remote connection]

&/ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filker Tools Options Help

EH| ABE YAS® #5 #EBLoM

Time... | Process Mame FID'  Operation Fath Fiesult Dretail

3254, Tlfiwsivet exe 844 aauer}lﬂpen CAWIND OWS hapstem 32 fiwzivat exe SIUCCESS CreationTime: 7/4/2010 3:25:26 PM, L...

3254, Tlfiwsivet exe 844 aauer}lﬂpen CAWIND OWS hapstem 32 fiwzivat exe SIUCCESS CreationTime: 7/4/2010 3:25:26 PM, L...

3254, Tlfiwsivet exe 844 aauer}lﬂpen CAWIND OWS hapstem 32 fiwzivat exe SIUCCESS CreationTime: 7/4/2010 3:25:26 PM, L...

3254, Tlfiwsivet exe 844 gﬁreateFile C:ADocuments and Settingztwsp2iD esktopfivesivat\fiwsivst_3\pra.log SIUCCESS Desired Access: Generic Write, Read &,
Tfiwzivat.exe 844 aauer}lStandardl... C:ADocuments and Settingztwsp2iD esktopfivesivat\fiwsivst_3\pra.log SIUCCESS AllocationSize: 4,096, EndOfFile: 1,010,
Tfiwzivat.exe 844 gw'riteFile C:ADocuments and Settingztwsp2iD esktopfivesivat\fiwsivst_3\pra.log SIUCCESS Offzet: 1,010, Length: 43
Tfiwzivat.exe 844 aﬁloseFile C:ADocuments and Settingztwsp2iD esktopfivesivat\fiwsivst_3\pra.log SIUCCESS
Tfiwzivat.exe 844 aauer}lﬂpen CAWIND OWS hapstem 32 fiwzivat exe SIUCCESS CreationTime: 7/4/2010 3:25:26 PM, L...
Tfiwzivat.exe 844 aauer}lﬂpen CAWIND OWS hapstem 32 fiwzivat exe SIUCCESS CreationTime: 7/4/2010 3:25:26 PM, L...
Tfiwzivat.exe 844 aauer}lﬂpen CAWIND OWS hapstem 32 fiwzivat exe SIUCCESS CreationTime: 7/4/2010 3:25:26 PM, L...
Tfiwzivat.exe 844 gﬁreateFile C:ADocuments and Settingztwsp2iD esktopfivesivat\fiwsivst_3\pra.log SIUCCESS Desired Access: Generic Write, Read &,
Tfiwzivat.exe 844 aauer}lStandardl... C:ADocuments and Settingztwsp2iD esktopfivesivat\fiwsivst_3\pra.log SIUCCESS AllocationSize: 4,096, EndOfFile: 1,053,..
Tfiwzivat.exe 844 gw'riteFile C:ADocuments and Settingztwsp2iD esktopfivesivat\fiwsivst_3\pra.log SIUCCESS Offzet: 1,083, Length: 43
Tfiwzivat.exe 844 aﬁloseFile C:ADocuments and Settingztwsp2iD esktopfivesivat\fiwsivst_3\pra.log SIUCCESS
Tfiwzivat.exe 844 aauer}lﬂpen CAWIND OWS hapstem 32 fiwzivat exe SIUCCESS CreationTime: 7/4/2010 3:25:26 PM, L...
Tfiwzivat.exe 844 aauer}lﬂpen CAWIND OWS hapstem 32 fiwzivat exe SIUCCESS CreationTime: 7/4/2010 3:25:26 PM, L...
Tfiwzivat.exe 844 aauer}lﬂpen CAWIND OWS hapstem 32 fiwzivat exe SIUCCESS CreationTime: 7/4/2010 3:25:26 PM, L...
Mfivizivst exe 844 aauer}lﬂpen CAWIND OWS hapstem 32 fiwzivat exe SIUCCESS CreationTime: 7/4/2010 3:25:26 PM, L...
Tfiwzivat.exe 844 gﬁreateFile C:ADocuments and Settingztwsp2iD esktopfivesivat\fiwsivst_3\pra.log SIUCCESS Desired Access: Generic Write, Read &,
Tfiwzivat.exe 844 aauer}lStandardl... C:ADocuments and Settingztwsp2iD esktopfivesivat\fiwsivst_3\pra.log SIUCCESS AllocationSize: 4,096, EndOfFile: 1,096...
Tfiwzivat.exe 844 gw'riteFile C:ADocuments and Settingztwsp2iD esktopfivesivat\fiwsivst_3\pra.log SIUCCESS Offzet: 1,096, Length: 43
Tfiwzivat.exe 844 aﬁloseFile C:ADocuments and Settingztwsp2iD esktop\fivesivat \fwsivst_3\pra.log SIUCCESS
Tfiwzivat.exe 844 aauer}lﬂpen CAWIND OWS hapstem 32 fiwzivat exe SIUCCESS CreationTime: 7/4/2010 3:25:26 PM, L...
Tfiwzivat.exe 844 aauer}lﬂpen CAWIND OWS hapstem 32 fiwzivat exe SIUCCESS CreationTime: 7/4/2010 3:25:26 PM, L...
Tfiwzivat.exe 44 aauer}lﬂpen CAWIND OWS hapstem 32 fiwzivat exe SLCCESS CreationTime: 7420010 32526 PA, L.
Tfiwzivat.exe 44 aauer}lﬂpen CAwIMD O S hapstem 32\ ivsivat exe . . PEFM. L...
Tfiwzivat.exe 844 gﬁreateFile C:ADocuments and Settingztwsp2iD esktopfivesivat\fiwsivst_3\pra.log Ma kl ng a p rx. |09 ﬂle ,Read A
Tfiwzivat.exe 844 aauer}lStandardl... C:ADocuments and Settings\xp2\Desktophfiwsivatifiwsivet_3hpralog e 1,139,
Tfiwzivat.exe 844 gw'riteFile C:ADocuments and Settingztwsp2iD esktopfivesivat\fiwsivst_3\pra.log
Tfivizivst exe 844 aﬁloseFile C:ADocuments and Settingztwsp2iD esktopfivesivat\fiwsivst_3\pra.log

Figure 13

The Process monitor show that it added a copy of itself in
C:\WINDOWS\system32\fiwsivst.exe and starting making a log file in
C:\Documents and Settings\xp2\Desktop \fiwsivst\prx.log
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B prx.log - Notepad
File Edt Format

10/07,/04 15:25
10/07,/04 15:25
10/07/04 15:25
10/07,/04 15:25
10/07/04 15:25
10/07,/04 15:25
10/07/04 15:25
10/07,/04 15:25
10/07/04 15:25
10/07,/04 15:25
10/07/04 15:25
10/07,/04 15:25
10/07/04 15:25
10/07,/04 15:25
10/07/04 15:25
10/07,/04 15:25
10/07/04 15:25

Wiew Help

126 Copying...
i26: cmdline: <"C:\Documents and Settingsiyp2iDesktophfiwsivsthFiwsivet_%Fiwsivst, exe"s
127 imitializing winsock Tibrary. ..

1271 Winsock 2.x imitialized.
127 removing: <C:h\Documents and
127 no registered service, 10/07/04
127 installing service...

127 service registered

1281 service installed ok...

128 starting service...

1281 not daemonized...

1281 ServiceFixerThread started.
128 my port [39822]

128 SRY: [F6.73.124,58:9005]

128 SRW: connecting...

w4 SRY: connecting failed.

4 SevCommThread: done

10/07,/04 15:25:44: Srv: waiting 917 seconds...
10/07,/04 15:25:44: 0917 seconds left  00D.10/07/04 15:25:46: 0915 seconds left  000.10,/07/04 15:25:48: 0913 seconds left
t 000.10/07/04 15:26:33: 0869 seconds Teft  DO0.10/07/04 15:26:35: 0367 seconds left

gshp2iDesktoph fiwsivsthFiwsivet_3hFiwsivst, exes
271 register 1t and restart

Prx.log file

ooo. 1
000.10/07,/04 15:26:37: 0865 seconds Teft

onds left  000.10/07/04 15:27:21: 0821 seconds left
75 seconds left
g:56: 0727 seconds left
/04 15:29:44: 0679 seconds left
00.10/07 /04 15:30:33: 0831 seconds left
left  0O00.10/07/04 15:31:21: 0583 seconds left
seconds Teft
& 0489 seconds left
15:33:45: D441 seconds Teft  000.10,/07/04 15:33:47:
0/07,/04 15:34:33: 0393 seconds left

000.10/07,/04 15:35:21: 0345 seconds left
ds left  000.10/407/04 15:36:14: 0297 seconds left
51 seconds left
7:49: 0203 seconds Teft
/04 15:38:37: 0155 seconds left
00.10/07 /04 15:39:25: 0107 seconds left
15:40:13: 059 seconds Teft
conds left  000.10/07/04 15:41:03: 09 seconds 1eft

000.10/07/04 15:28:09; 0773 seconds left
000.10/07 /04 15:28:58: 0725 seconds left
000.10/07/04 15:29:46: 0677 seconds left
000.10/07,/04 15:30:35; 0629 seconds left
000, 10/07 /04 15:31:23 0581 seconds left
000.10/07,/04 15:32:10: 0535 seconds Tleft
000, 10/07,/04 15:32:58: 0487 seconds Teft

000.10,/07 /04 15:34:35: 0391 seconds left
000.10/07 /04 15:35:23: 0343 seconds left

000.10/07/04 15:37:02; 0249 seconds left
000.10/07 /04 15:37:51: 0201 seconds left
000.10/07,/04 15:3&:
000.10/07,/04 15:39:27: 0105 seconds left
000.10/07/04 15:40:15; 057 seconds left

000.10/07/04 15:27:23: 0819 seconds 1eft
000.10/07/04 15:28:11; 0771 second
000.10,/07 /04 15:29:00: 072
000.10,/07 /04 15:29

oo
000.10,/07 /04 15:32:12: 0933 seconds 1
000.10,/07,/04 15:33:00: D485 s
000.10/07,/04 15:33:43;:
000.10,/07/04 1

0439 seconds Teft

000.10/07,/04 15:36:16: 0295 seconds Tleft
000.10/07/04 15:37:04; 0247 second
000, 10,/07 /04 15:37:53: 019
39: 0153 seconds Teft  000.10/07/04 15:38
000.10/07,/04 15:40:17: 0
000.10/07/04 15:41:05: OF seconds left

000.10/07,/04 15:30:37: 0627 seconds left

000.10/07,/04 15:39:29: 0103 seconds Teft

000.10,/07,/04 15:27:25: 0817 seco
s left 000.10/07/04 15:28:13: 076
3 seconds left  000.10/07/04 15:29
4@ 0675 seconds left 000, 10,/07/
oo
0.10,/07/04 15:31:25: 0579 seconds 1
eft  000.10/07/04 15:32:14: D531 s
econds Teft  0O00.10/07/04 15:33:02
0437 seconds Teft  000.10/07/04 1
5:34:37: 0383 seconds left 00010

000.10,/07 /04 15:35:25: 0341 seconds left

000.10/07 /04 15:36:18: 0293 second
s left 000.10/07/04 15:37:06: 024
9 seconds left 000.10/07/04 15:37
141 0151 seconds Teft 000, 10,/07/
oo
55 seconds left  000.10/07/04 15:4
000.10,/07,/04 15:41:07: 05 seconds 1

10/07,/04 15:41:13: SRV [F6.73.124.58:9005]
10/07 /04 15:41:13: SRV: connecting...
10/07 /04 15:41:20: SRV: connecting failed.

£

Figure 14

The prx.log file indicates it is trying to establish a remote connection
76.73.124.58 on port 9005. The initial log file indicated it has installed and
added itself in the services.msc. Let’s check it out.
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e C:AWINDOWS\system32\cmd. exe

Microsoft Windows HP [Version 5.1.26HH1
CC» Copyright 1985-2001 Microsoft Corp.

C:~Documents and Settingssxp2>tasklist

Image Mame Sezzion Mame Sesziondt

CEPEE .EXE
winlogon.exe
serUices .exe
lzass.exe

suchost .exe
suchost .exe
sychost .exe
suchost .exe
suchost .exe
explorer.exe

zpoo lsv.exe
UMuwareTray.exe
UMuwarellzser.exe
MagicDisc.exe
inetinfo.exe
UMwareService .exe

A new service added

JIL0 LONS0 LE

3364 Con=zole
tazklist.exe 3372 Conzole
LUMIPPrUEE . BXEe 3488 Console

DEQIIEEIIREOEIEREERIEROEEDDEE
P e

C:sDocuments and Settingssxp2>_

Figure 15

[Comparing with Figure 5 a new process have been created]
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fitWindows Server IP Yerification Service Properties |{... E|E|

[ieneral !Log On | Recovery | Dependencies |

Service name: SISt

Display name: fltwfindows Server [P Yertication Service|

Deszcription:

Fath to executable:
CwW N DOWS aystem 32 fivwsivet exe

Display name of the
service

Startup type: } Avtornatic

Service ztatus; Stopped

Y'ou can specify the start parameters that apply when you start the service
from here.

Start parameters: |

[ ak. H Cancel ]

Figure 16

The malware added itself as a service with the Display name as
“fItWindows Server IP Verification Service” and it is executed from
path C:\WINDOWS\system32\fiwsivst.exe

From the above snapshot we can see fiwsivst.exe has added itself.
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# System Configuration Utility

| General | SYSTEM.INI | wIn.INI | BOOT.INI | Services | Startup |

Startup I...  Command Location
Wiwar,,,  CProgram FilestyMwareiMware Toolsty, ., HELMVSOFTWARE | Microsof B Windows Current
Wiwar,,,  CProgram FilestyMwareiMware Toolsty, ., HELMVSOFTWARE | Microsof B Windows Current
Y Fivs 15 ivsk.exe" * HELMY SOF TWARE Microsoft Windows | Curren
Magi C: 'gPROGR.ﬁ.Nl'l,M.ﬁ.GICDw1'|,MAGICD~1 EXE  Startup

Added itself in

Auto-run
L5 | i

Enable Al [ Disable Al ]
o Comen [ o
Figure 17

[Comparing with Figure 4 a new startup have been added]

As most of the malware have a habit of adding themselves in auto-run so
that they can start itself after a computer reboot.
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Now let see the packet capture by the wireshark

Figure 18

Mo, - ‘ Tirme ‘ SoUrce ‘ Destination ‘ Protocol ‘ Info
a Pk a-1 [ - A N i PR e I B IR A N [ PR e NOT. RETTESTT MO TESTUUNE U
4 40,388588 162.168,253.134 76,73,124.58 TCP hoinc-cTient » 5005 [SYN] Seq=0 win=65535 Len=0 M55=1460
5 48,440119 152,168, 253.134 197.168.253.2 DNS tandard query PTR 58.124.73.78.in-addr.arpa
6 50.437780 162.168,253.134 192.168,253.2 DNS standard guery PTR 58.124.73.78. in-addr. arpa
. 268890 Vitware_ed:ad:82 Broadcast ARP 92,168.253. 1347 Teﬂ 192 168 253.2
.2?1009 vmware 28 51 a2 Vitware_e8:ad: 82 ARP
192.168, 253 2 Standard query P p
76.73.124.58 TCP hoinc-cTient » 500 g=0 Win=65535 Len=0 M55=1460
197.168.253.2 DNS Standard guery PTR 58, R in-addr. arpa
197.168,253.2 DNS Standard guery PTR 58,124, 3
197.168,253.2 DNS standard guery PTR 58.1
. .168.253. 192.168.253.134 DNS standard query resporse| DNS Query
1o 34,218786 182,168, 253,134 192.168.253.2 DNS standard guery PTR 58.1
17 54,449513 1582.168,253.2 192.168,253.134 DNS Standard guery response
18 55.469418 1582.168,253.2 192.168,253.134 DNS Standard guery response
13 56,219314 152.168,253.134 192.168,253.2 DNS Standard guery PTR 58.1
20 56.237049 152,168, 253.2 192.168.253.134 DNS Standard query response PTR images.experttechtalk. com
21 57.282770 152,168, 253.2 192.168.253.134 DNS Standard query response PTR images.experttechtalk. com
22 57.511165 152,168, 253.2 192,168, 253.134 DNS Standard query response PTR images.experttechtalk. com
23 57.703153 152.168,253.134 76.73.124. 38 TCP hoinc-client » 5005 [SyM] Seq=0 win=65535 Len=0 M55=1460
24 57.703313 76.73.124. 38 192.168,253.134 TCP 5005 » hoinc-client [ACk] Seq=3812741870 Ack=l win=64240 Len=0
25 58.290161 152,168, 253.2 192.168.253.134 DNS Standard query response PTR images.experttechtalk. com
26 80,027340 Viware_28:51:a2 Broadcast ARP who has 192,168,253.2547 Tell 192.168.253.134
27 60.028001 Vinware_e0:03:90 Vinware_28:51:a2 ARP 192,168.253.254 15 at 00:50:36:20:03:90
28 60, 028207 152.168,253.134 192.168,253.254 DHCP DHCP Reguest - Transaction ID 0xSd87clcc
29 60, 028673 152.168,253.254 192.168,253.134 DHCP DHCP ACK - Transaction ID Ox%d87cOcc
30 60,042803 152.168,253.134 192.168,253.2 DNS Standard fguery PTR 254 253.168.192. in-addr. arpa

[Comparing with Figure 6 a DNS query to malicious IP have been
sent]

The packet capture shows that it is first making and DNS query for
76.73.124.58 and then sending a SYN packet to again 76.73.124.58

1 fiwsivst,pcap - Wireshark

As the remote

Fle Edt Yew G Cepfwe fnabee Safitics Teephony Took . ) .
server is offline so it

e BEAXZE 4 &% getting RST packet WER% O
Fiter: |cpsreameq0 v Eypression,., Clear m}\ \
ho, - Tine Source Destination \Protocol Info

4 49 386588 192 168 253 134 ?6 T3 124 58 NTcp hoinc- CHEH‘E > 9005 [SYN] Seq 0 Wm 65535 Len= 0 M33=1460

pinc-client > 2005 [SYN] 5620 WncG5e35 Lencd HSs=1d60
hoinc-client » 8005 [S¥N] Seg=0 Win=85935 Len=0 MS5=1460
9005 3 bmnc chent [ACK] Se 3812?418?0 Ack= = Wm 64240

BTN TP
76.73.124. 58 TP
152,168,053 134 TP

150,168 233, 13
192,168,253, 14
76.73.14. 58
i \l"'|

1 5L 68733
23 57, 703153
2 57.70303

Figure 19

The above snapshot indicates 76.73.124.58 is sending a RST packet when
Guest machine (infected machine) is trying to communicate. The RST packet
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we are receiving because the Destination port on 76.73.124.58 may be
closed.

On doing whois, we got to know that this IP belongs to FDCserver.net which
offers virtual and dedicated servers to host applications.

/B.7312458

| Track IP. host arwehbsite |

Examples: 213.86.823.116 (IP address) or google.com (Mebsite)

T6.73.124.58 IP address location & more:

IP address [?]:

IP country code:

IP address country:
IP address state:

IP address city:

IP postcode:

IP address latitude:
IP address longitude:
ISP of this IP [?]:
Organization:

Host of this IP: [?]:

Local time in United States:

76.73.124.58 [Whoiz] [Reverze P]
=

= United States

liroiz

Wioodstock

0093

42 53222

-00 4671

DCzervers net
FOZ=zervers.net
itnages experttechtalk com Mhoiz] [Trace]

201 0-07-15 02:34
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Summary of Malicious Code

After executing fiwsivst, a malware

>

Fiwsivst is a malware that has been confirmed by most of the Anti-
Virus.

Next I took the Snapshot of the Windows XP Operating System on
which I am going to do Malware Analysis.

I executed Malware and compared the snapshot with the baseline.

Malware made 552 critical change and 3 critical changes in the
services.

Made a copy of itself in C:\WINDOWS\system32\fiwsivst.exe

Added itself in the windows process as “fItWindows Server IP
Verification Service”

Added itself in Auto-run
Opened a backdoor on local machine by listing on port 1043
Starting making a remote connection to 76.73.124.58

On doing IP trace on 76.73.124.58, we got to know this IP belongs to
FDC Server in US.
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RECOMMENDATIONS

>

Should keep operating system up-to-date with latest patch level
Should have a genuine and licensed version of Anti-virus software
Should update Anti-virus signatures on a regular basis

Should scan their systems daily

Should not open any sites related pornography, illegal softwares, free
softwares, free games, lottery etc.

Should not download any software from unknown sites or sites which
looks suspicious

Should scan a software before installing it

Should never click on a link given in an email

Should always scan a USB after connecting to the PC
Should disable auto run feature in operating system
Always scan an attachment before opening it in an email
Should have firewall install on the system

Take a backup of your critical data
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Appendix: Related Resources

Addition security information and resources can be found below

1) Understanding Anti-Malware Technologies, An Overview of client-side
security software for business, Microsoft
http://download.microsoft.com/download/a/b/e/abefdf1c-96bd-40d6-
al138-e320b6b25bd3/understandingantimalwaretechnologies.pdf

2) Combating Viruses, Worms and Trojan Horses, webopedia
http://www.webopedia.com/DidYouKnow/Internet/2004/virus.asp

3) Security Threat Report 2010, Sophos
http://www.sophos.com/security/topic/security-report-2010.html

4) Quarterly Report Pandalabs (April-June 2010), Pandalabs
http://www.pandasecurity.com/homeusers/downloads/reqgister?Tipo=5
&CodigoProducto=99&Idioma=2&TipoUsuario=11&Country=US&TipoL
ead=2&Ref=WW-EN-T2PLABS07

Written By:

Sachin Chadha

Information Security Consultant

MSc Computer System Security (UK), MCSA, CEH
Sachin.glam@gmail.com

Special thanks to Asheesh Kumar Tripathi & Vaibhav Gupta
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